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The Elf on the Shelf might not be the only one causing mayhem this holiday season, 
scammers are too and they might be doing it through free public Wi-Fi at the airport. 
The risks associated with connecting to an unsecure network might not be top of mind, 
but before you hop on a plane this December to visit friends and family (or to just avoid 
the holidays all together) you’ll want to think twice about connecting your device to the 
free public Wi-Fi that airports generally offer. Let’s talk about the risks and why it should 
be top of mind, not only this season but year round. 
 
Threat: Free Airport Wi-Fi 
 
Do You Need to Worry: Yes, because so many airports offer free Wi-Fi, you're even 
more likely to fall for a spoofed network. For instance, you're sitting at the lounge before 
your flight and notice "FreeAirportWiFi" network to connect and do some browsing 
before take-off. As soon as you login to that unsecure network, you might run the risk of 
your data being intercepted by a third party (an attacker); you might increase your 
chances of distributing malware to your device; hackers may be able to spy on 
everything you’re doing online. On top of that, these are the 10 airports you're more 
likely to be hacked. 
 
What Can You Do About It: To keep your data safe, consider using a virtual private 
network (VPN) to block any thief from seeing what you're doing. And, if you absolutely 
need to access public Wi-Fi and it can't wait until you're on a secure network, switch to 
your device's data connection.  
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http://click.icptrack.com/icp/relay.php?r=39491118&msgid=115235&act=2WIZ&c=1688758&destination=https%3A%2F%2Fwww.postbulletin.com%2Flife%2Ftravel%2Fairport-wi-fi-may-be-free-but-you-might-pay%2Farticle_9d21a6c2-f89f-11e8-b377-c71c9cfb3db7.html
http://click.icptrack.com/icp/relay.php?r=39491118&msgid=115235&act=2WIZ&c=1688758&destination=https%3A%2F%2Fwww.idtheftcenter.org%2Fjetting-off-to-a-summer-hotspot-tips-for-using-the-internet-while-traveling%2F%3Futm_source%3DTMI12102018%26utm_medium%3Demail%26utm_campaign%3DTMI_AirportWiFi
http://click.icptrack.com/icp/relay.php?r=39491118&msgid=115235&act=2WIZ&c=1688758&destination=https%3A%2F%2Fwww.thestar.com.my%2Ftech%2Ftech-news%2F2018%2F12%2F05%2Fairport-wifi-may-be-free-but-you-might-pay-dearly%2F
http://click.icptrack.com/icp/relay.php?r=39491118&msgid=115235&act=2WIZ&c=1688758&destination=https%3A%2F%2Fwww.cnbc.com%2F2018%2F07%2F17%2Fthese-are-the-10-airports-where-youre-most-likely-to-be-hacked.html
http://click.icptrack.com/icp/relay.php?r=39491118&msgid=115235&act=2WIZ&c=1688758&destination=https%3A%2F%2Fwww.idtheftcenter.org%2Fdo-you-need-a-vpn%2F%3Futm_source%3DTMI12102018%26utm_medium%3Demail%26utm_campaign%3DTMI_AirportWiFi
http://click.icptrack.com/icp/relay.php?r=39491118&msgid=115235&act=2WIZ&c=1688758&destination=https%3A%2F%2Fwww.idtheftcenter.org%2Fdo-you-need-a-vpn%2F%3Futm_source%3DTMI12102018%26utm_medium%3Demail%26utm_campaign%3DTMI_AirportWiFi
http://click.icptrack.com/icp/relay.php?r=39491118&msgid=115235&act=2WIZ&c=1688758&destination=http://www.idtheftcenter.org/


Note:  Your agency/bureau/department/division may have specific requirements – always check your policies and procedures.  If you have questions, contact your Privacy 

Officer. 


