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SECUR'TY & FRAUD CENTER Protect Yourself

How Safe AreYou?

Think you know it all when it comes to fraud? Well, let’s find out how security savvy you really
are. After all, the more you know about fraud, the less likely you are to become a victim of it.

HSBC Personal Security Quiz

Question 1 of 7
An email warns you that your HSBC account will be shut down unless you confirm your
billing information. How should you respond?

A Click on the link in the email. Then enter your billing information as instructed.

B Delete the email and forget it.

C Call the HSBC Customer Relationship Center at 1-800-975-4722 to report a phishing email.

Question 2 of 7

When you bank or shop online, how do you know the web page is secure?
A There's a locked padlock symbol in the web page.
B The domain name contains an “@" symbol.

C The URL in the address line starts with “https:”

Question 3 of 7

At an ATM, you notice plastic guides where you insert your card. What should you do?
A Insert your card using the guides.
B Use a different ATM.

C See if anyone else uses it first.

Question 4 of 7
You receive pre-approved credit offers and convenience checks in the mail. What do you
do with them?

A Throw those you don’t want in the trash.

B Shred the credit offers and checks you don’t want.

C Let them pile up until you need them.
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How Safe AreYou?

Question 5 of 7

You decide to grab a cup of coffee at a wireless hotspot. What else should you do?
A Upgrade to a triple latte while you shop online.
B Use a firewall program and disable file sharing on your computer.

C Disable your firewall so you can access the wi-fi network.

Question 6 of 7

What is the best way to protect yourself from the latest online threats?
A Download the latest security patches Microsoft sends via email.
B Change passwords every 90 days.

C Set your security software and operating system to update automatically.

Question 7 of 7

What can | do to help stop hackers from stealing my password?
A Use my birthday, pet’'s name or hometown.
B Use my computer login name but add a number at the end.

C Use at least seven characters including one number and one symbol.
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